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Dev Spec Header

List all versions and dates the document was ever edited.
Last person to edit the document must update it.

List all authors and roles.
Never delete anyone.

If some people are only associated with a specific version, write those versions next
to the people’s names.

Dev Spec Architecture Diagram

If the type is rarely used, an example instance of the type can be added in a
“legend” box on the side.
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Dev Spec Architecture Diagram

One component box per web page (MVC)
Model has only fields which reflect the data that the view needs to show.
Every class and component should be inside some module box.

Container boxes are connected to the class of the objects they contain

Dev Spec Class Diagram
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Dev Spec List of Classes

If the name of the class does not make it obvious which feature you're referring to, add it in
English.

Dev Spec State Diagrams

The parts of the state that change should be indicated along every outgoing edge.
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Dev Spec State Diagrams

E.g. Backend.Database.Security.FetchOAuthTokenForPerson()

a. Label the bottom of the state by the predicate you use to decide.
b. Label each outgoing edge by the predicate values that take you to the indicated state.

Dev Spec Flow Chart

http://en.wikipedia.org/wiki/Flowchart

Each box in the flow chart should be labeled by the state in the State Diagram it represents.



http://en.wikipedia.org/wiki/Flowchart
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Example flow chart
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Dev Spec Possible Threats and Failures

b. lost access to its database
c. network traffic spikes
i d. lost access to Twitter and/or Facebook
a. Runtime c. Hardware
crashed its process a.  server down
lost all its runtime state b. loaded up a bad configuration file

erased all stored data c.  system moved to a new geographic and/or
jumped to an unexpected place in the state URI
diagram or flow chart d. Intruder

noticed that some data in the database ; ;
appeared corrupted (i.e. failed its rep - denial of service attack ,
invariant) . someone broke in and trashed the operating

remote procedure call failed system , ,
server overloaded someone broke in and rewrote your project

code
server out of RAM someone broke in and copied your database
database out of space

bot signs up and spams users

b. Connectivity N . Http session hijacked
a. lost its network connectivity

Dev Spec Possible Threats and Failures
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Technologies

Indicate what the technology is being used for.
Indicate why that technology was picked over others.
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Public Interfaces

Data Schemas
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Risks to Completion

If it is off-the-shelf (built by someone else) it’s likely to be easier to build and maintain,
but it may not be as easily customized to your purposes. Talk about if this is needed.

What criteria do you use to determine whether to take or rollback an updated version?
Do you get the source code with it? Or just a binary?

If you can’t figure out how to make something work, is there support from the sellers?
Or do you have to find someone who knows how to use it yourself?

If there is a bug, is there support from the authors? Or do you have to fix it?
If it needs security fixes, is there support from the authors? Or do you have to fix it?

How long is your support contract and how much does it cost compared with the
original purchase price?

Security and Privacy

Justify why you need to have it, even on a short term basis (e.g. password)
Where did the data come from prior to entering your system?

Through what modules, components, classes, methods, and fields did it move after
entering your system but before it is used?

Which modules, components, classes, methods, and fields actively make use of the PlI
data? What operations are performed on it?

Through what modules, components, classes, methods, and fields will the PIl move
after being used by your system?

How is the Pll disposed?

How did you protect the temporarily stored Pll from attacks on your process’ runtime
memory store or network connection?
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Security and Privacy

Justify why you need to keep it in storage.
How exactly is it stored?
Where did the data enter your system?

Through what modules, components, classes, methods, and fields did it move
before entering long-term storage?

Through what modules, components, classes, methods, and fields will it move
after leaving long-term storage?

Security and Privacy
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Security and Privacy

Why?
Do you have a guardian’s permission to have that PII?

What is your organization’s policy for ensuring that Pll is not accessible by
anyone convicted or suspected of child abuse?
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